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Abstract— Personal data has gained paramount importance with the emergence of data driven technologies that can reveal trends and 

patterns which help businesses optimize their operations for better quality results and create personalized experiences for customers. In a 

scenario where every major business is chasing personal data, users are rendered vulnerable to privacy invasion and information misuse. 

There have been many cases in which unauthorized third parties have, intentionally or unintentionally, accessed personal information of 

individuals for their own benefit. Consequently, innovation in secured data sharing systems has become the need of the hour. Conventional 

digital identity management and data sharing systems have several vulnerabilities which can allow crucial information to be exploited. To 

address this issue, the novel design presented in this paper utilizes cutting edge technologies to form a more robust architecture that 

ensures secure data sharing without compromising the performance of business applications. Blockchain technology, due to its inherent 

decentralized, resilient and scalable nature becomes a viable technology upon which such a system canbe based. The system presented 

in this paper makes use of the Ethereum blockchain to allow user consent to be introduced in the data request and sharing process. The 

user authorization is placed centrally in the data transaction surrounded by two blockchains that handle the data request and data access 

functionality. InterPlanetary File System has been used to introduce a mechanism for sharing the authorized files in an immutable and 

secured manner. The system presented thus attempts to innovate the data sharing process itself, such that the data can serve its purpose 

without actually being completely revealed. 

Index Terms— Blockchain, Data Sharing & Security, InterPlanetary File System, Ethereum, Merkel DAG, Distributed Hash Tables, Smart 

Contracts, GDPR, Peer to Peer File Sharing 

——————————      —————————— 

1 INTRODUCTION

 pcoming technologies like Big Data and Data Analytics 
require good quality, genuine data to yield good results 
[1]. Their ability to provide competitive advantage by 

increasing efficiency and profits has seen number of business-
es chase after user data to fuel these technologies [2]. Personal 
data has also become central to several applications that re-
quire identity verification and authentication like Know 
YourCustomer (KYC) [3]. This increase in demand for data has 
resulted in several incidents where data was shared in an un-
authorized manner, without the awareness of its owners 
[3],[4]. As a result, several laws and regulations are now being 
implemented to protect users’ privacy such as Global Data 
Protection Regulation (GDPR) by the European Union (EU) 
[4]. In spite of the several privacy and data security concerns, 
the potential of these data driven technologies in revolutioniz-
ing critical sectors like disaster management, medicine and 
healthcare cannot be undermined [6], [7], [8].  

     Thus, data sharing with high level security and privacy 
towards the Data Owner has become an area of increasing 
concern so as to allow data to be used in genuine applications 
without violating Data Owners’ privacy at the same time. This 
paper presents how Blockchain can be used as a robust and 
secure platform, upon which a mechanism for secured data 
sharing and privacy protection can be built. Our system model 
aims at balancing the two seemingly contradictory notions of 
availability of useful data and privacy protection by emphasiz-
ing on controlled access to information under users’ consent. 
Our system utilizes blockchains to facilitate the data transac-
tion process of requesting data and granting or denying access 
to the data by its owner, while also providing secured data 
sharing mechanisms to prevent malicious access to data. 

The following sections aim to increase the readers’ under-
standing of blockchain and InterPlanetary File System and 
demonstrate how our system model uses these two disruptive 
technologies for secured data sharing and privacy protection.  

2 LITERATURE SURVEY 

2.1 Blockchain  

     Blockchain is an emerging peer-to-peer technology that 
enables decentralized transactions while maintaining an im-
mutable record or ledger of the transactions. Blockchain is 
nothing but a glorified linked list, in which every block stores 
a transaction as rows. Each block stores three attributes, the 
timestamp, transaction details and a hash for the current 
transaction along with the hash for the previous transaction 
[9]. A sample diagram of a Blockchain is shown in Fig. 1. The 
timestamp and the hash of the previous transaction, allows the 
peers in the network to track the history and verify any trans-
action. The hash is an encrypted string that gets populated 
during the transactions, hides the data of the transactions, thus 
providing security against parties not involved in the transac-
tion from having access to transaction details [10]. Transac-
tions can only be appended to the ledger, whereas modifica-
tions and deletions on existing transactions are not permitted 
[9]. A transaction is validated, by using a consensus algorithm, 
which is computed by the peers in the network. Only after 
validation, a block containing the transaction is created, and, 
appended to the Blockchain. The process of validation is com-
putationally heavy, making it more secure as more resources 
are allocated to it. This process is often incentivized and the 
participating peers are rewarded for validating transactions 
[11].   

U 

International Journal of Scientific & Engineering Research Volume 10, Issue 9, September-2019 
ISSN 2229-5518  

64

IJSER © 2019 
http://www.ijser.org 

IJSER

http://www.ijser.org/


In traditional transaction systems, data was essentially central-
ized and maintained by a third-party trusted organization. 
The structure of blockchain is able to provide a robust, secure 
and decentralized environment for recording and maintaining 
data, that eliminates the dependence on a centralized third-
party [9].  Thus, blockchains can play a pivotal role in secure 
data sharing.  

Fig. 1: Structure of Blockchain 

2.2 Peer to Peer (P2P) File Sharing 

Applications of P2P file sharing such as BitTorrent leverage 
its users’ resources to distribute all types of digital files to its 
consumers without the need of a central governing model. 
Client server architecture-based content sharing services often 
incurs high electricity cost to maintain high speeds of content 
delivery, to maintain the temperature of the servers among 
many other factors [12]. Since P2P architecture is self-
maintaining, resilient and only needs limited infrastructure 
and control, it is vastly superior, faster, more secure and ro-
bust than the existing client server architecture [13], [14]. 

  2.3 Distributed Hash Table 

     Distributed Hash Tables are used as a lookup service in 
distributed and decentralized services [13]. They are used to 
map identifiers from a common pool of peers or nodes in an 
overlay network [15]. A DHT is an extension of a simple hash 
table that saves data in the form of key-value pairs on Node 
IDs. The Node Id is generated using the nodes’ IP address or 
geographic information. The key is generated using a custom 
hash function using the data item as a parameter [13]. Most of 
the existing DHT assumes that its peers are spread over the ID 
space uniformly [15]. 

2.4 Interplanetary File System (IPFS) 

     The Interplanetary File System is a decentralized file sys-
tem, distributed across multiple peers all over the world form-
ing an interconnected network of nodes. The peer to peer ar-
chitecture used for content delivery enables IPFS to distribute 
zettabytes of files with ease and efficiency while managing the 
network traffic. IPFS is a file system similar to UNIX, and can 
store files of any format. This gives applications the flexibility 
to use custom file formats [16]. IPFS employs Distributed Hash 
Tables (DHTs), which are spread over a network of well-
coordinated computers that enable efficient lookup between 
nodes and provide a robust and scalable architecture. Messag-
es sent from an IPFS node are routed through a peer of nodes, 
while recording the IP Addresses and node IDs of involved 
peers in DHTs called Routing Tables [16], [17]. IPFS uses a 
data structure called Merkle Directed Acyclic Graphs (DAGs) 
to produce a hash for each file, which can be used to retrieve 
the file. Another powerful feature of the Merkle DAG struc-

ture is that it allows you to build a distributed version control 
system [16]. The three main advantages of Merkel DAGs that 
are used by IPFS are [16]:    

     Content Addressing: While adding any file to the IPFS 
network, a Merkle DAG is produced by using the contents of 
the file. At the root of this DAG is a hash, which is used for 
retrieving the same file.   

     Tamper Resistance: Since, the file can only be retrieved by 
its hash, if any malicious user changes the file, the Merkle 
DAG of this modified file would generate a different hash. 
This makes the network tamper proof.   

     Deduplication: The same file would generate the same 
Merkle DAG, meaning, the same hash. Hence, IPFS can pre-
vent re-uploading the same file to the network, and can store 
the same file only once. Thus, the aforementioned advantages 
make IPFS a secure and scalable platform for file transfer. You 
can get 

2.5 Consensus Protocols 

     Consensus Protocols are the backbone of any blockchain 
application. Such protocols are used to provide authenticity, 
non-repudiation and integrity to the blockchain network, by 
utilizing a decentralized peer-to-peer network for verification 
of transactions before adding a block to the public ledger [18, 
19]. The bitcoin blockchain uses the concept of Proof of Work 
(PoW) to help decide validate the transactions occurring and 
also helps in avoiding the forking problem in blockchain [18, 
19]. Some other types of Consensus Protocols are Delegated 
Proof of Stake (DPoS), Proof of Activity (PoA) - an amalgama-
tion of PoW and PoS [18]. 

2.6 Smart Contracts 

     A smart contract is “a digital contract that is written in 
source code and executed by computers, which integrates the 
tamper-proof mechanism of blockchain” [17], [20]. Smart con-
tracts have transformed the blockchain scenario from a finan-
cial transaction protocol to an all-purpose utility. They are 
pieces of software, not contracts in the legal sense, that extend 
blockchains utility from maintaining a ledger of financial 
transactions to automatically implementing conditions of mul-
ti-party agreements. Smart contracts are executed by a com-
puter network that uses consensus protocols to agree upon the 
series of actions resulting from the contracts content [21]. The 
high-level programming languages used for writing smart 
contracts are mainly Solidity, Serpent and Low-level Lisp-like 
Language (LLL) [20]. 

2.7 Ethereum 

     Ethereum is an open source blockchain capable of running 
decentralized applications. These decentralized applications 
are written as smart contracts using a programming language 
called Solidity [17], [21]. The deployed contracts are hosted by 
each node in the network. Ethereum nodes use the Proof of 
Stake consensus protocol as opposed to the Proof of Work pro-
tocol used by Bitcoin. The Proof of Stake algorithm was chosen 
because it adds more security to the network, as well as bring-
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ing down the resources required to compute the validity of the 
transaction [21], [22]. The Ethereum blockchain uses Ether as 
its cryptocurrency for rewarding the transaction validators or 
miners. Each operation on the blockchain costs some over-
head, which is known as ‘gas’, whose price is fixed based on 
the current value of Ether [8], [10]. While reading data from 
the blockchain is free, the cost of writing data and transferring 
Ether drastically increases with scalability of the application 
[23]. Due to the structured validation protocols, Ethereum is 
suitable for creating a secure data sharing application.     

2,8 Interplanetary File System (IPFS) 

General Data Protection Regulation came into effect on 25th 
May 2018 across the European Union. The regulation was in-
troduced to highlight the importance of consent regarding 
privacy and sharing of data [24]. Prior to GDPR, it was not 
mandatory to report to data owners that their data is being 
collected or shared. As an effect, incidences, like sharing of 
personal user data by Facebook with Cambridge Analytica 
without permission, went unchecked. GDPR, in order to pre-
vent such instances, makes it a requirement to provide notices 
to the users highlighting the use of their personal data and the 
effect that it may have on their privacy, so that the data owner 
can make an informed decision whether or not to consent the 
storage and sharing of their data [25]. GDPR focuses on in-
forming data owners about how their data is stored, how to 
rectify incorrect data and how to delete data that was acquired 
without permission, thus enabling data owners to exercise a 
higher degree of control over personal data. GDPR gives an 
active role to data owners in the data storage and sharing pro-
cess, and mandates organizations, that collect and store data, 
to proactively take part in data protection legislation and safe-
guarding the privacy of data owners [24]. 

2.9 Increasing Privacy Concerns with Data 

The development and progress of technologies and algo-
rithms that can generate value from data has led to an increase 
in the attention received by genuine, high quality and person-
alized data. However, a lack of clear-cut guidelines and rules 
that can govern the collection, storage and access to this data 
has left individuals concerned about their privacy. According 
to a survey by McAfee, a security technology giant, more than 
40% of the worldwide population believes that they do not 
have adequate control over their private and personal data 
[26]. Although in the past few years’ rules governing data ac-
cess and control have emerged, simultaneously major inci-
dents of security breaches have also come to light, leaving eve-
ryone question the compliance of major organizations, that 
heavily depend on data-intensive processes to fuel their prod-
ucts and services, with the upcoming data related laws. Last 
year, Facebook, the world’s largest social media network ex-
perienced a data breach that made tens of millions of personal 
data records vulnerable to illegal, and even criminal exploita-
tion [27]. Another incident occurred at Sacramento Bee, where 
19.5 million voter records were leaked [28]. A similar breach at 
Panera Bread was responsible for exposing 37 million custom-
er records and the company was unaware of this attack for 8 
months [29]. As seen from these examples, along with the ease 
with which data can now be productively used, the risks of 

losing control over sensitive data has also increased and all of 
this calls for new innovations in the privacy domains. 

3 METHODOLOGY 

3.1 Stakeholders 

The data transaction, as facilitated by our system, can be 
viewed as an interaction between three entities.  The three 
entities have specific roles to play, which must be properly 
carried out for the transaction to successfully go through. The 
three stakeholders and their roles can be described as follow-
ing -    

     Data Owner: Data owner is the individual whose data is 
being shared between two organizations for facilitating busi-
ness services. The Data Owner receives a request specifying 
who is requesting access to what data. The Data Owner must 
then authorize or deny the request.   

     Data Consumer: Data consumer is the institution which is 
requesting access to the Data Owner’s credential for business 
purposes or verification such as Know Your Customer (KYC).   

     Data Provider: Data Provider is the organization which is 
responsible for storage of Data Owner’s personal information. 
Data Provider is sent the authorized request from the Data 
Owner and must perform the task of making available the 
data, as per the request, to the Data Consumer. 

3.2 Process for Data Sharing 

     Our proposed system allows for sharing of three types of 
information. Data can be shared in the form of a ‘Yes’ or ‘No’ 
interpretation, actual credentials or large files. The data shar-
ing request is facilitated in the form of a questionnaire, a copy 
of which is also shared with the data provider beforehand. 
The questionnaire allows for a ‘Yes’ or ‘No’ response which 
satisfies consumer requirement while protecting sensitive da-
ta. The questionnaire provides easy interpretation for the Data 
Consumer’s request which contains minimal information such 
as Question ID and querying value. A sample request for 
checking whether the bank balance of Alan Turing is greater 
than or equal to 10678 is shown in Fig. 2. 

Fig. 2: Sample Request 

     The response given by the Data Provider for this sample 
request would be a simple ‘Yes’ or ‘No’ depending on the 
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bank balance of Alan Turing. Thus, the business objective of 
the bank is satisfied without ever revealing the actual bank 
balance of Alan Turing.   
     Requesting Data: The data consumer selects a question-
naire based on the specific user credentials that are required 
and provides the parameters that need to be tested or verified. 
The system then initiates the process of getting users’ consent 
by passing the corresponding Question ID and querying pa-
rameters inside a Hypertext Transfer Protocol (HTTP) POST 
request which is handled by a Representational State Transfer 
(REST) Application Programming Interface (API), responsible 
for converting the Web2.0 request to a Web3.0 request.   
 The Request Blockchain forwards this request to the con-
cerned Data Owner for authorization. Data Owner has the 
ability to either authorize or reject the data request. On author-
ization, the Request Blockchain then contacts the Data Provid-
er with the Question ID and querying parameters.  

Fig. 3(a): Request and Authorization 

Accessing Data: Data Provider after receiving the Question 
ID and querying parameters from the Request Blockchain, 
queries its internal database and provides the result to the Re-
sponse Blockchain. This event is recorded by the Response 
Blockchain and the data is further shared with the Data Con-
sumer.   

Fig. 3(b): Response and Data Transfer 

In case of file sharing, the Data Provider uploads the files 
on the IPFS and retrieves the content-addressable hash. After 
the hash is retrieved the Data Provider forwards this infor-
mation along with the Question ID to the Response Block-
chain. The Response Blockchain now emits this data to the 
Data Consumer, thus completing the data sharing process.  

Fig. 3(c): Response and Data Transfer – File Sharing 

4 IMPLEMENTATION 

     The implemented module is a Web 2.0 to Web 3.0, ECMAS-
cript 7 compatible Representational State Transfer (REST) Ap-
plication Programming Interface (API). The purpose of this 
API is to enable legacy systems to use the Blockchain based 
Web 3.0 architecture. The REST API was developed using a 
node package called Express.js. Along with Express.js, we 
used the Web3.js module to enable interaction with the 
Ethereum Blockchain. Interplanetary File System network was 
accessed using their NodeJS module, by using their read and 
write methods.    
     For developing the smart contracts, we used Solidity, an 
Open Source language, which can run on the Ethereum Block-
chain. As a tool manager, we also used the Truffle Framework, 
which is able to compile the solidity smart contracts, and de-
ploy them on the Ethereum Blockchain. It also offers a module 
to test the smart contracts before deploying them to the Block-
chain network, making it a complete package for Ethereum 
development.   
     The test bed consisted of three servers running on different 
network ports, where each port was assigned to a different 
stakeholder. This enabled us to incorporate existing technolo-
gies and framework namely the React framework, on which 
the Users’ frontend application was developed.    
The GET and POST Request were made with the help of 
Postman, an API Development Software, that handles sending 
the REST requests and shows their response in a well-
designed Graphical User Interface (GUI).  

Fig. 4: User Authorization for Data Request(User Interface) 

5 CONCLUSION 

This paper has thus presented a system architecture that is 
able to solve the critical and complex problem of secured data 
sharing. The system integrates currently used Web2.0 architec-
ture with Blockchain based Web 3.0 architecture, which will 
allow existing organization to easily adopt the system without 
having to overhaul their currently functioning infrastructure. 
With the emerging stringent laws for regulating Data sharing 
and privacy, our system will help organizations to carry out 
essential business operations without having to constantly 
monitor for regulation law violations and violating the Data 
Owners’ privacy. The system also makes sure that the data 
transactions are always carried out with regard to the Data 
Owners’ consent. 

6 FUTURE WORK 

Future directions of this work would involve work on the 
encryption used in the system by using the Whisper commu-
nication protocol, developed upon Ethereum. Another pro-
spect for expansion of this work is working on an automated 
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questionnaire generation mechanism, which can handle situa-
tions in which generation of simple ‘Yes’ or ‘No’ questions 
become complex and tedious, benefitting the Data Consumers’ 
business processes without compromising on the Data Own-
ers’ privacy. 
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